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Your Go-To Resource for Aging Well

Topics
* Vulnerabilities * Best practices
* Devices * Application and OS Updates
* Types * Backups
* How you’re compromised * Security Software
* Hacking * Passwords
« Spoofing * Secure websites
* Phishing * Double Authentication
« Scamming * Avoid software you don’t need

* Unintentional downloading
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Vulnerabilities: Windows, Mac, Android, iOS

* All devices are vulnerable
* Mac and iOS are a bit safer AAAAAHHHHHH!
* Windows has improved security

* Some vulnerabilities with Android apps

How you’re compromised

* Hacking corporate servers to obtain your IDs and PWs
* ..then logging in to your accounts

* Malware that you unwittingly install via
* Spoofing
* Phishing
* Careless downloads

 Allowing access to your computer
* Scams

» Eavesdropping
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St U ﬂ-‘ Their Stuff
D &

iCloud| OneDrive

Your Stuff

Hacking

Breaking into a computer
* Stealing data

* Inserting malware

* Corrupting files
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Hacking
Step 1
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Hacking

Logs into your bank account

£
Malware (a.k.a Viruses)
* Software that does bad things to your stuff
* Ad popups
* Brower hijackers
* Data exporters
* Ransomware Disastrous
£
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Spoofing and Phishing

* Via your E-mail
* Spoofing — someone pretending to be you

* Phishing — someone pretending to be
someone else
¢ Goal: Install malware or obtain ID’s and PWs

.
~
SpOOﬁ ﬂg Not Susan’s E-mail
Address
From: Susan Hoskins <steelingtin@aol.com>
Date: Wednesday, January 2, 2019 at 1:34 PM
To: Kathy Whalen <kwhalen@princetonsenior.org>
Subject: Re: Quick Assignment
Hi Kathy,
Are you available for a quick errand? Send me an email and let me know.
Thank you, \
Susan Hoskins €—__
Nl Eleae Not Susan’s writing
informal signature style
.
~
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Phishing

PayPal doesn’t
send notices like
this via email

Link to fake website

Looks legitimate

PayPal
We need your help

Your account has been suspended, as an error was detected in your informations.
The reason for the error is not certain, but for security reasons, we have suspended
your account temporarily

We need you to update your informations for further use of your PayPal'wgcount. Odd Wording

o E—

You are currently made disabled of :

Adding a payment method Sending pay/
Adding a billing address Accepting payment

Poor grammar

Please do not reply 10 this email. We are unable to respond to Inquiries sent to this address. For immediate answers 1o your ay
Help Center by clicking "Help" located on any PayPal page or emal.

Copyright @ 2016 PayPal, Inc. All rights reserved. PayPal Is located at 2211 N. First St., San Jose, CA 95131

o

Downloads

(® Firetox. Browse 2x Fastor Fast, froe and for the peole,  Download

@)softonic  APPs  Gawes  ARTICLES  cveeR MoNoAY | SOLUTIONS

Start Download
3 steps to protect and clean your Mac

@ 1. Click Download ©° 2. Runand install @® 3. Enjoy your clean Mac
l DOWNLOAD (¥ W
MACKEEPER

Download Printer Driver - Best Software & Apps

Filterby: | O Platform:

" No need for printer drivers - Get a Universal Printer Driver START DOWNLOAD
Wi uniprint netPrinter-Drivers v +1 416-503-9800

Free Trial Now!

> Visit Website

®l

«

Monitor Registry Changes

Tl 1. Click Start Download

buit10 help you detect, alert, and track
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Downloads

Adobe Flash Player

Adobe Flash Player 11.4.402.265 (20 ug)

Your system: Windows, English

-~
w Installs Chrome
stalehrome as my default browser and Google Toolbar for Internet

er — optional. (28.4 MB)

g the Download now button, you acknowledge that you have read and agree to the Adobe
Software Licensing Agreement and the Google License Agreement.

| Upisianon | === Update link

Please note, depending on your settings, you may have to temporarily disable your
antivirus software.

Phony Support Desks (Scams)

Sl [=]

°= COMPUTER MAY BE AT RISK:

$55-486-1800

nergency Tech Support call immediately

ystem may have found (2) viruses that pose a serious threat
Rootkit Sirefef.Spy ./ Trojan.FakeAV-Download

Your personal and financial information
may not be secured.

Call us now for support

855-486-1800
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Phony Support Desks (Scams

rajasthantent.com/np/inde

2% Microsoft

WARNING!

- Your Windows.
S Windows Free: +1-844-5

Are you sure y¢

Windows Has
Activity!

Please Do Not Shut Down Or R¢

Call Microsoft +1-844-557-5460 Ins
Get instant help on security ssues.  Cal
Call on our toll free number. m|

AN 2 Frror Har_ ) B

x
rajasthantent.com says:
Warning: Interet Security Damaged !l -
Call Toll-
A Suspicious Connection Was Trying o Access Your Logins, Banking
Details & Tracking Your Internet Activity —
iy On Page’

Your TCP Connection Was Blocked by Your Firewall.Your Accounts May B4
be Suspended Unti You Take an Acton

spicious

Your Hard Disk May Have Trojan Virus! Please Do Not Try to Fix
Manually, It May Crash Your Data

Consequently, we are performing additional security checks to verify
system security.

Please Visit Your Nearest Windows Service Center OR Call Help Desk

Customer Service: +1-844-557-5460 (TOLL-FREE)

N . . D — Know about safe browser
Prevent this page from creating additional dialogs. Eaiei mions st wede brameling

Toolbars .
o Cascade windows

Show windows stacked

Call Microsoft +x-o=rt+oor—otou (ToIT T ICC) Show windows side b side

Show th desktop
St Tosk Manager
13

<

Lock the taskbar

all 1= R

Properties S Toam!
516

Phony Phone Calls (Scams

This is
Microsoft
calling.

we’ve
detected a
virus...

10
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Allowing access (Scams)

® Information 2/10/19 11:29:02 AM Kernel-General
'@' Error 2/10/19 10:07:00 AM DistributedCOM
@ Information 2/10/19 7:37:31 AM Kernel-General
® Information 2/10/19 7:37:31 AM Time-Service

® Information 2/10/19 7:37:17 AM Time-Service

/1, Warning 2/10/19 7:28:22 AM DNS Client Events
/¥, Warning 2/10/19 7:17:28 AM DNS Client Events
'@' Error 2/10/19 6:07:55 AM DistributedCOM
'@' Error 2/10/19 6:07:27 AM DistributedCOM

Eavesdropping

* Keystroke monitoring (keylogging malware)

* Using unsecure Wi-Fi (without a passcode)

11
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Topics

* Best practices
* OS and application Updates
* Backups
* File encryption
* Passwords
* Security Software
* Secure websites
* Double Authentication
* Avoid software you don’t need

OS and Application Updates

* Windows and Mac OS

* Applications
* MS Office
* Flash (phasing out)
* Java
* Adobe Acrobat

* Computer drivers
* Log in to your computer company’s website

12
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Backups

* Local
* Windows — File History
¢ Mac - Time Machine

* Cloud
* OneDrive
* iCloud
* Dropbox
* Carbonite

* Both?

-4

File Encryption

* Windows — Bitlocker
* Mac - FileVault

13
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Passwords

* Different for every website (account)

* Strong: word combinations
* Flaky-windmill4
* mustard-raccoon-flax

* Use a password manager

Don’t write them down!

Password managers

* Chrome
OK
« Safari (Keychain)

* Third-party — Better —» onelogin

LastPassee«-|

;dLashIane

1Password

s RoboForm

14
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Device Passwords

* On startup and wakeup

* Fingerprint options

* Facial recognition

* Required to encrypt your files

Security Software

* Windows

* Windows defender
* Included with Windows
* Automatic
* Not intrusive

* Malwarebytes Antimalware

* Mac
* Sophos Antivirus
* Malwarebytes Antimalware

A RemoteApp and Desktop Security and Ma

" Connections

@ Sync Center
&!) User Accoun ts

h System

Windows Defender

Firewall

Malwarebytes
SOPHOS

S

15
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Secure websites (https)

//' \\

e httpS://WNw.formsite.com/yourform/
/

1. Prevents eavesdropping
2. Confirms legitimacy

Your stuff Encrypted

Their stuff

111/ >

'

Secure website — PNC Bank

ntsv  Shopping v Sites v Servicesv  Graphicsv 1T~ Tl PSRC v Weather v.

(5 PERSONAL BANKING | BNC

2 PNC PERSONAL BUSINESS e & ABOUTUS Gustore ehttps://www.pncAcom/en/perS( CJ (4]

v  Weather v Government v  References v Mediav E-mail v  Political

BANKING LENDING

L BANKING | PNC

Signonto O/
TR

Celebrate the Traditions

of the Lunar New Year =T R—
Giving a gift of money is a meaningful symbol. Z:::ﬁ;zﬁ:;?;:‘;z 5
Now you can easily send money to people you

trust regardless of where they bank in the U.S.
with Zelle®.

Learn More

Sign on to another service:
SELECT SERVICE 4

16
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Secure website — Google

e0e M| B <> Hl ol @ B O O/ &|GCH

v

G https://www.google.com

Weather v Government v  References v

Google

Google Search I'm Feeling Lucky

sssssss Privacy  Terms  Seftings

PRINCETON

WINBERIE’S Il [ princeton.winberies.com

RESTAURANT & BAR

¢} (V)

Media v

Weather v Government v  References v E-m3

WERE CURRENTLY CLOSED FOR
RENOVATIONS & ANTICIPATE RE-
OPENING IN MARCH 2019

*e e

17
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Double authentication

Software you don’t need

* “Cleaners”
* “Optimizers”
* Driver update services

18
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Q&A

19



